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Hello Friends, 

I hope that your Christmas and 

New Year times were fun.  Mine 

were good.  Some of you know 

that I celebrated 

2014 with a new 

knee.  It seems like a fine way to begin a season.  So 

far, all is going well with the recovery.  I should be 

back to normal soon. 

As I mentioned before, the Computer Club board is 

planning more workshops.  The ones’ that we had last 

year were well attended.  At least some of them bear 

repeating.  The topics that we covered were Digital 

Camera and the Computer, Microsoft Office, Be-

ginning Windows 101 and Windows 8 Basics.   

Maybe some of you have new gadgets since the holi-

days.  Let us know if you think of things that you 

would like to learn about this year. 

You may hear this a lot this month.  The club is in 

need of a newsletter editor.  Thanks to Eileen Bryan 

for the great work she did on the newsletter for the 

past three years.   

If you volunteer to try your hand at Newsletter Editor, 

we will gladly help you to get started. Let me know if 

you want to volunteer. 

Thanks to Sandi Ybarra for putting this month’s news-

letter together.  Her schedule is busy with other volun-

teer commitments. 

See you soon, 
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 Next Meeting, Thursday,  Feb 6, 2014  5:30 - 8:00 pm 

Hello Fellow Computer Club Members, 

It has been my pleasure to serve as the Interim 

Newsletter Editor for the month of February, 2014.   

We need  someone to fill the vacancy as Editor 

for the Bearly Bytes, our  monthly newsletter. 

Sandi Ybarra 

FEBRUARY 6TH POTLUCK 

MEETING—BRING SOMETHING TO 

SHARE—CLUB TO PROVIDE  

DESSERT AND BEVERAGE 

President’s Message 

Rosemary Lloyd (L) & Jim Lloyd (R) 
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Microsoft Ending Support for Windows XP and Office 2003 

Today, at the monthly meeting of the 
local computer club (GTPCC), I was 
asked about the pending demise of 
Windows XP.  Microsoft has an-
nounced that it will officially end sup-
port for both Windows XP and Office 
2003 on April 8, 2014.  According to 
Microsoft, "After April 8, 2014, tech-
nical assistance for Windows XP will 
no longer be available, including auto-
matic updates that help protect your 
PC. If you continue to use Windows 
XP, your computer might become 
more vulnerable to security risks and 
viruses."  

One concerned member personally 
asked me if her computer with Win-
dows XP will still work after April 8, 
and the definitive answer (barring any 
other external factors) is yes, Win-
dows XP will not cease to function 
come April 8.  As far as the typical 
XP  user is concerned, April 8, 2014 
will just be another day; there will be 
no differences in XP functionality be-
tween April 7 and April 9, 2014.  The 
only differences that users might no-
tice is that after April 8, according to 
Microsoft, " ...  there will be no new 
security updates, non-security hotfix-
es, free or paid assisted support op-
tions or online technical content up-
dates."  This lack of security updates 
may make XP systems vulnerable to 
new security threats, but there is some 
debate as to whether this risk is likely 
to be significant to most users; since 
many users employ modern, compre-
hensive, updated security suites, the 
security suites themselves should pro-
vide the updated protection from most 
of the newer threats likely to ap-
pear.  Users of Windows XP who have 
not installed the periodic security 
patches and updates already released 
by Microsoft may already be at an in-
creased security risk as many known 
security issues have already been 
patched by Microsoft.  Additionally, XP 
users who have not previously in-
stalled and maintained comprehensive 
security suites have left their comput-
ers very vulnerable to even the most 

basic of security threats.  In order to 
be sure that computers  currently run-
ning Windows XP have been properly 
patched and updated, XP users can 
connect to the internet, and then 
check for updates by clicking on 
START - ALL PROGRAMS - WIN-
DOWS UPDATE.  The computer will 
check online, presenting the user with 
a list of available updates (if any), 
which then can be downloaded and 
installed.  If not already installed, XP 
users should be sure that XP Service 
Pack 3 is installed (except that the last 
Service Pack for the 64bit version of 
XP was SP2).  

 It is not just Windows XP that Mi-
crosoft is "killing" on April 8, 
2014;  Microsoft is also ceasing up-
dates and support for Office 
2003.  Users of Office 2003, regard-
less of operating system, should also 
go through the update procedure by 
clicking on START - ALL PROGRAMS 
- WINDOWS UPDATE, as the same 
process and procedure that locates 
patches and updates for Windows 
also performs the same functions for 
any version of Microsoft Office that is 
installed on the computer.  If a user is 
still using Office 2003, it is necessary 
to install any available patches and 
updates prior to April 8, or they will no 
longer be available.  Just as with XP, 
Office 2003 will still function normally 
after April 8, but will no longer be sup-
ported or patched by Mi-
crosoft.  Microsoft is encouraging Of-
fice 2003 users to upgrade to more 
recent versions of its flagship Office 
product; this effort has not been lost 
on the publishers of competing office 
suites, such as OpenOffice and Libre 
Office, who have openly invited Office 
2003 users to switch to their respec-
tive competitive products, rather than 
purchase an expensive license for 
newer versions of Microsoft Office.  

 Despite its upcoming discontinuance 
of support by Microsoft, Windows XP 
still remains very popular as an oper-
ating system, and will likely continue 

to be widely used for an extended pe-
riod of time.  According to Wikipedia 
(en.wikipedia.org/wiki/
Usage_share_of_operating_systems), 
as of October, 2013, Windows XP still 
has the second largest share of the 
currently operating desktop systems, 
with 31.24%, compared to the current 
leader, Windows 7, at 
46.42%.  Behind Windows XP in desk-
top utilization is Windows 8 with 
9.25%, and Apple OSX at 
7.73%.  Vista, Linux, and other operat-
ing systems combined are currently 
running on slightly more than 5% of 
the desktop machines.  Microsoft chal-
lenges these statistics, reporting that 
Windows XP only runs on 21% of the 
machines, and its goal is to have the 
number down to 13% by the cessation 
of support on April 8 (source: 
www.neowin.net/news/microsoft-
windows-xp-market-share-at-21-
percent-goal-of-13-percent-by-april-8).  

One may wonder why Microsoft is 
"pulling the plug" on such a popular 
operating system; the answer is sim-
ple, costs versus revenues. According 
to Microsoft (windows.microsoft.com/
en-US/windows/products/lifecycle), 
retail sales of Windows XP officially 
ended retail sales of the XP software 
on June 30, 2008, and ended sales of 
PCs with Windows XP installed on 
October 22, 2010.  Microsoft revenues 
from XP have dried up, effectively 
ceasing, while the cost of producing 
patches and upgrades, with corre-
sponding revenues to cover those 
costs, has become prohibitive. This is 
a normal effect of a system of continu-
ous improvements, upgrades, and 
new releases, and no different than 
the practices of many other industries, 
such as the automobile industry, 
where new models are introduced on 
a regular basis, and older models are 
discontinued.  On the several Mi-
crosoft web pages providing infor-
mation on the April 8, 2014 cessation 
are also strong encouragements for 
users with XP to upgrade to more 
modern equipment running Windows 7 

http://en.wikipedia.org/wiki/Usage_share_of_operating_systems
http://en.wikipedia.org/wiki/Usage_share_of_operating_systems
http://www.neowin.net/news/microsoft-windows-xp-market-share-at-21-percent-goal-of-13-percent-by-april-8
http://www.neowin.net/news/microsoft-windows-xp-market-share-at-21-percent-goal-of-13-percent-by-april-8
http://www.neowin.net/news/microsoft-windows-xp-market-share-at-21-percent-goal-of-13-percent-by-april-8
http://windows.microsoft.com/en-US/windows/products/lifecycle
http://windows.microsoft.com/en-US/windows/products/lifecycle
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While it is 

nothing 

new for 

Microsoft to announce "End of Sales" 

and "End of Support" dates for its pri-

mary products long in advance, the 

dates for the "End of Support" for the 

remaining Microsoft operating sys-

tems is already posted online by Mi-

crosoft at windows.microsoft.com/en-

US/windows/products/

lifecycle.  According to this posting, 

extended support for Windows Vista 

will end on April 11, 2017, while ex-

tended support for Windows 7 with 

Service Pack 1 (latest currently avail-

able) will be on January 14, 

2020.  Windows 8.1 (latest version of 

Windows 8) will reach the end of its 

support life cycle on January 10, 

2023.  It is inevitable that Microsoft 

will continue to develop operating sys-

tems capable of utilizing the latest 

technological developments, and 

these too will have a finite lifecycle 

commensurate with continuing reve-

nue streams.  

  For now, as long as their machines 

are still in good working condition, 

and modern security suites are in-

stalled and maintained, users of Win-

dows XP and Office 2003 can contin-

ue to use their computers.  It would 

be an excellent idea approaching an 

imperative, to check for, and install 

any updates and patches for XP and 

2003 right now!  Come April 8, 2014, 

users of XP and Office 2003 will not 

notice any changes in functionality; it 

will just be another day, and their 

computers will continue to function 

much as they do today, until a cata-

strophic hardware failure or a desire 

to get something new provides the 

incentive to switch operating systems 

to a newer one.  Also, just as with any 

other operating system, it is very im-

portant to maintain current backups of 

all critical files, as older computers 

have an increased likelihood of hard-

ware failure, and without a contempo-

rary backup, important files may be 

lost forever.  For all  operating sys-

tems, not just Windows XP and Office 

2003, update, patch, and backup 

now; later may not be an option! 

Reminder, we have a Tech Sup-
port Staff that works with our 
Computer Club membership 
and will assist you. Please refer 

Microsoft Ending Support for Windows XP and Office 2003 continued from page 2………. 

Seniors Learning Technology 
 
Old Dogs, New Tricks: Why Seniors Have Trouble With Technology 

Seniors and the New Technical 

World????   

Have you tried to show your grand-

mother or any fellow Senior Citizen, 

how to use Facebook three times and 

she can never remember how to log 

in. Your father loves Sinatra, but 

when you send him links to historic 

clips, he says he can't open them. 

You desperately need your mother to 

learn to text so she won't interrupt 

your workday with calls. Why is it so 

difficult to teach older adults how to 

use the Internet, cell phones, and oth-

er technology? And given the uses 

and benefits that most of us value so 

highly, why do some seniors seem 

unmotivated to learn? Researchers, it 

turns out, have been studying this 

very issue and have come up with 

some interesting answers -- and solu-

tions. Read on and see if any of the 

situations below sound familiar, and 

what to do if your loved one fits one 

(or more) of these profiles. 

The Slow Starter   
The number of seniors using the In-

ternet has grown much more slowly 

year by year than the rate of Internet 

use by adults in general. In 2012, the 

Pew Research Center's Internet and 

American Life Project was finally able 

to announce that more than half (53 

percent) of American adults over age 

65 are online and using e-mail. When 

asked their reasons for not going 

online, most said they either "didn't 

need it," didn't see the benefits of it, 

or didn't know how to access it. Inter-

estingly, though, once older adults get 

online, they tend to be very active; 

Pew's data show that most Web us-

ers over 65 go online on a daily basis, 

and more than half use social media 

as well as e-mail and search engines. 

What does this suggest? That seniors 

only discover the benefits of being 

online once they are. In other words, 

showing your grandmother the baby 

pictures your sister just posted on 

Facebook is going to be a much more 

powerful motivator than anything you 

can say. 

How to Help  The best way to help 

a slow starter is with the simplest pos-

sible technology and step-by-step 

demonstrations. So next time you 

visit, sit down with Dad or Grandma 

and walk them slowly through the 

basic steps, starting wherever they 

are. If your loved one is resisting the 

introduction of technology at home, 

get her started at the library, or bring 

your own laptop or tablet over to 

show her what she's missing. Many 

seniors also benefit from the support 

of a group course, like those offered 

at New York's Senior Planet, a new 

senior technology learning center that 

 

 

http://windows.microsoft.com/en-US/windows/products/lifecycle
http://windows.microsoft.com/en-US/windows/products/lifecycle
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Seniors Learning Technology (Continued) 

 
Old Dogs, New Tricks: Why Seniors Have Trouble With Technology 

How to Help (Con’t.) 

Many adult day programs and commu-
nity centers offer such courses, too. 
Keep in mind any physical limitations -
- if your loved one has arthritis that 
interferes with typing, for example, a 
tablet or an oversized keyboard might 
be the solution. If eyesight is an issue, 
there are phones designed with larger 
interfaces, and you can increase type 
size on devices and computers. 

The Nervous Nellie 
"Oh, I don't know, I don't think I'll be 
able to learn to use it," your elderly 
parent says when you offer to buy her 
a smartphone. Many older adults re-
spond to the constant demands of 
changing times by becoming easily 
intimidated and even fearful. Often 
their nervousness is accompanied by 
self-doubt and a sort of fatalism: "I 
think it's a little late in life for me to 
learn all that." So how do you get past 
this brick wall of resistance? According 
to a 2008 government report, "Barriers 
and Drivers of Health Information 
Technology Use for the Elderly, 
Chronically Ill, and Underserved," anx-
iety and intimidation were main factors 
preventing seniors from trying out new 
technology. 

How to Help 

  
Like most of us, older adults learn best 
with one-on-one, hands-on show-and-
tell. And the more nervous and intimi-
dated your loved one is about technol-
ogy, the more important it is to trans-
mit information in small bites. Show 
your loved one how to do one thing at 
a time, and let her practice doing it on 
her own multiple times before moving 
on to another challenge. Also, don't 
throw a bunch of new tools at her at 
once; the government survey found 
that seniors learn best when technolo-
gy is delivered using equipment 

they're already familiar with. Of course 
this doesn't help if your parent or loved 
one uses no technology at all, but it 
suggests that if your loved one already 
has experience with one type of tech-
nology, you might want to increase her 
skills in that area before trying a new 
device. 

The Cranky Curmudgeon 
 
We all know at least one person who 
falls into this camp -- or we might even 
describe ourselves this way, at least 
under some circumstances. The oper-
ative issue here as it relates to tech-
nology is temper; the curmudgeon has 
a low frustration threshold, is easily 
annoyed, and lacks the patience to 
work through problems when they 
arise. (Which they will do -- adapting 
to new technology is never problem 
free.) 

How to Help 

 
To prevent frustration, set low expec-
tations from the start, explaining that 
pretty much everyone gets stuck early 
on and it's no big deal. To combat 
crankiness, offer plenty of positive re-
inforcement after each task. If your 
loved one gets impatient with you, you 
can speed up the pace of your instruc-
tion, but stop frequently and have her 
practice each skill. (Otherwise you'll 
trigger frustration when she can't re-
member.) If she gets impatient with 
herself, you can try humor to defuse 
the situation, offer reassurance, take a 
break, or simply overlook the grumpi-
ness and keep going. 

The Budget-Conscious User 
 
Many seniors live on tight budgets and 
have to pay close attention to expens-
es. Owning a computer or setting up 
cable access may feel like an expense 
they can't afford. That said, the gov-

ernment's study on barriers to Internet 
use found that many seniors overesti-
mate the cost of technology by a wide 
margin, based on outdated information 
or a misunderstanding of what type of 
equipment they need. 

How to Help 

 
Take your loved one to a store with a 
good technology department and intro-
duce him to the variety of options 
available. Explain that tablets, net-
books, and laptops are available at 
much lower cost than the big desktop 
computers he's more familiar with. If 
your loved one can't afford or balks at 
monthly payments for Internet access 
or a data plan, you can introduce her 
to the computers at the public library 
or see if he's interested in a Wi-Fi-only 
tablet that he can use in cafes and 
other public places. Studies show that 
once older adults discover the ways in 
which the Internet and social media 
enhance their lives, they become more 
open to paying for those services. 

http://www.caring.com/articles/

getting-mom-online 

Go on-line and obtain additional tips to 
entice the Senior Citizens in your life 
to learn and grow in our rapidly grow-
ing world of technology. 

By:  Melanie Haiken,Sr. Editor  

Caring.com 

Travel Bargains Online by: 
Ira Wilsker    
WEBSITES: 
http://www.travelzoo.com 
http://dealnews.com/c206/Travel-
Entertainment/ 
http://www.travelocity.com 
http://www.tripadvisor.com 

 

 

http://www.caring.com/articles/getting-mom-online
http://www.caring.com/articles/getting-mom-online
http://Caring.com
http://www.travelzoo.comhttp:/
http://dealnews.com/c206/Travel-Entertainment/
http://dealnews.com/c206/Travel-Entertainment/
http://www.travelocity.com
http://www.tripadvisor.com
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Knowing that a percentage of e-mail 

recipients will always click on email 

links, it is inevitable that some users 

will be duped into doing that.  At first 

glance, this email appears to be legiti-

mate, unless the targeted victim looks 

closer at it.  The item that attracted my 

primary attention is that I do not have a 

"lamar.edu" email address, as I teach 

at one of the other local colleges, but 

my wife, who does have a "lamar.edu" 

email address also received multiple 

copies of this Phishing email; I had 

also received inquiries for other college 

faculty and staff who received this 

email. 

While the simple header on the email 

that was sent to me appears to indi-

cate that it was from the "Lamar Help 

Desk", not noticing that the word 

"helpdisk" is misspelled, with the suf-

fix being "disk" rather than the correct 

"desk".  The web link included in the 

email would also raise suspicion as to 

the real destination of the re-

ply.  While the beginning of the web 

address (URL) clearly says "lamar", 

there is a three word suffix (which I 

purposely redacted) creating a com-

pound word after the prefix 

"lamar".   Generally, the abbreviation 

".eu" might indicate Europe, but this 

website actually has an upper level 

domain of ".pn" indicating that it is 

registered in the Pitcairn Islands.  For 

those who may recognize the Pitcairn 

Islands in a historical context, these 

southern hemisphere, western Pacific 

islands are the home of the descend-

ants of the mutineers of the famous 

British ship "The Bounty".  I really do 

not see a Texas university having a 

major help desk located 

there.  Examining the full headers of 

the phishing email, it appears to have 

originated on a server at the Universi-

ty of California - San Diego (UCSD), 

and been questioned by an Iron Port 

spam filter, but still was delivered to 

many of its intended recipients.  Many 

of these phishing emails also were 

not stopped by the generally very 

good spam filters utilized by several of 

the popular webmail providers, such 

as Gmail and Yahoo mail.  It is possi-

ble that a hijacked account at UCSD 

was "milked" for information, providing 

the cyber crook with a list of attractive 

target ".edu" domains; it is also quite 

possible that the hijacked account at 

UCSD became a "zombie", unknow-

ingly sending out spam emails at the 

request of a "Zombie Master" who 

may control thousands of compro-

mised computers. 

   I also performed a basic digital trace 

of the link on the email, and found 

that the server that it is using is actu-

ally located in Kiel, Schleswig-

Holstein, Germany.  The registered 

owner of the server has a Russian 

sounding name, probably a pseudo-

nym.  Only generic information about 

the webhost was available, rather 

than the more common detailed con-

tact information (also often bogus) of 

the actual website owner. 

   Using a "sandbox" on my computer 

(a virtual machine where nothing can 

get out and threaten my home com-

puter), I tried to access the phishers' 

website, but was blocked by my 

memory resident security suite; even 

though I was likely safe, I decided not 

to continue to load the bogus web-

site.  Based on prior experience, the 

website would likely appear to be a 

legitimate Lamar University website 

where users would be asked to enter 

their username, old password, and 

new password.  Since this is a bogus 

website, the new password would 

likely not be implemented, but either 

of two events will be likely to occur, 

both leading to the same nefarious 

results.  The cyber crooks could either 

use the current username and pass-

word entered by the victim, or can 

change the password to one unknown 

to the legitimate user, preventing his 

access to any Lamar University sys-

tem.  This username and password is 

the necessary first step to logon to 

any computer at the university, allow-

ing for email access as well as access 

to other data components at the uni-

versity.  Since the cyber crook now 

has an apparently legitimate Lamar 

University username and password, 

the email system now becomes avail-

able to the crook, as well as access to 

any accessible network drives.  The 

amount of valuable data that can be 

stolen is immeasurable.  The entire 

email history of the individual can now 

be downloaded, giving the crook infor-

mation about students, family, and 

any other content, including pass-

words to external web services.  It 

would be quick and easy for the crook 

to determine external web accounts 

that are connected to the now stolen 

Lamar.edu email accounts, go to 

those websites, click on the "forgot 

password" links, and have the exter-

nal password or a reset link sent to 

the purloined email box.  Not just 

would this process continue until the 

legitimate user contacts the real 

helpdesk and resets his password, 

but the identity theft will likely contin-

ue, until the legitimate user also 

changes any other external pass-

words linked to that compromised 

account.  

This might just seem like a local issue, 

but Lamar, like most other universi-

ties, has faculty and staff engaged in 

research, such that the theft of the 

research (intellectual property theft) 

could result in financial loss, loss of a 

competitive advantage, and even a 

threat to national security, all because 

an employee clicked on an email link 

and thought that he was resetting an 

expiring password. 

If anyone has ever clicked on this or 

the millions of similar emails asking 

for passwords, usernames, or credit 

card number confirmation, or re-

sponded to phone calls or text mes-

sages informing the victim that his 

debit card number and PIN needs to 

be confirmed in order to reactivate the 

card, that person is likely to be the 

victim of identity theft. (Con’t. pg. 6) 

Phishing (Identity Theft) Now Considered as the #1 Web Threat by:  Ira Wilsker 
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While Phishing 2.0 is primarily intend-

ed to steal information from business-

es and other organizations, the crude 

technology of the archaic, simple, but 

still effective Phishing 1.0 will still 

snare plenty of prey.  In addition to the 

immediate changing of passwords 

(after scanning and removing any mal-

ware that may have been planted by 

the cyber crooks), it will likely be nec-

essary to change other passwords, 

check credit bureau reports (totally 

free from annualcreditreport.com) and 

challenge any questionable post-

ings.  Complete information on dealing 

with identity theft can be found on the 

Federal Trade Commission website at 

www.consumer.ftc.gov/features/

feature-0014-identity-theft. 

Play it safe; be suspicious, adopt a 

policy of never clicking on links in 

emails, social networking sites, or in-

stant messages (text messages).  If, 

for example, you get an email appar-

ently from your bank or a major retailer 

asking you to click on a link to verify 

information or sign up for something, 

do not perform that task by clicking on 

the link, but instead going directly to 

the known website of the source 

Be careful of what you click on; the 

results may be devastating. 

Adobe and Java vulnerabili-
ties leave Windows open for 
exploitation 
 
Two-thirds of affected Windows sys-
tems are victims of malware that ex-
ploit Adobe Reader, Adobe Flash, and 
Java  
 
A recent report by the AV-Test Insti-

tute found that exploits in Adobe PDF-

XChange Viewer is a free, lightweight app 

that lets you modify, annotate, and convert 

PDF files.  

Reader, Adobe Flash, and Java ac-
count for 66 percent of Windows sys-
tems affected by malware. 

In a 10-year-plus study, AV-
Test uncovered that one exploit for 

Adobe Reader had nearly 37,000 rec-
orded variants that exploited user ma-
chines with high levels of precision. 
Users with outdated software or ver-
sions known to be susceptible stood 
virtually no chance of avoiding mal-
ware damage without some form of 
protective software. 

The biggest offender? Java, which had 
a whopping 82,000 attacks spread 
across different versions, making it 
one of the most vulnerable magnets 
for exploitation. 

The race to secure Java is ongoing. In 
the meantime, users can take better 
precautions to protect themselves  

 

  

PDF-EXCHANGE VIEWER  

PDF-X Change Viewer is a free, light-

weight app that lets you modify, anno-

tate, and convert PDF files.  

SUMATRA PDF 

Sumatra PDF is a free and bloat-free 

PDF reader, known for its minimalist 

take on viewing PDFs. Ease of use 

takes priority in this open-source view-

er for Windows. 

 

Phishing (Identity Theft) (Conôt.)                  ADOBE & JAVA LEAVE WINDOWS VULNERABLE  

 

The baby is telling his Grandma 

to click  the Chrome Icon!!!! Too 

Cute!!!!! 

http://annualcreditreport.com
http://www.consumer.ftc.gov/features/feature-0014-identity-theft
http://www.consumer.ftc.gov/features/feature-0014-identity-theft
http://www.av-test.org/en/news/
http://www.av-test.org/en/news/
http://www.av-test.org/en/news/news-single-view/artikel/adobe-java-make-windows-insecure/
http://www.av-test.org/en/news/news-single-view/artikel/adobe-java-make-windows-insecure/
http://www.informit.com/uergroupwelcome
http://www.informit.com/uergroupwelcome
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About Bearly Bytes 

 

Bearly Bytes Newsletter, past winner of SWUGC & 
APCUG Newsletter contests. is the official publication of the 
Big Bear Computer Club. Views expressed in Bearly Bytes 
are those of the authors and do not necessarily reflect the 
opinions of Big Bear Computer Club. Other computer user 
groups are welcome to reprint our articles as long as they 
give credit to the author and Bearly Bytes, Big Bear Comput-
er Club. 
 
Submissions: All BBCC members are encouraged to 
send letters, articles, questions, and comments to Bearly 
Bytes for inclusion in future issues. Submit as plain text in 
the body of an email and attach any graphics as JPEG or 
GIF format.  
 

Send to Yomar Cleary – ycleary@charter.net 
 

~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ 
 

                2014 Workshop Survey Topics 
 

Beginning Computers              ____ 

Microsoft Windows 7 Basics               ____ 

Digital Photography                ____ 

Microsoft Windows Basic Maintenance          ____ 

How to Web Search                ____ 

Email Basics                 ____ 

Facebook                 ____ 

Ebay                  ____ 

Other _____________________________________ 
 

Dates: ____________________________________ 
 

Copy and paste into your email and submit to: 
 

Rosemary Lloyd – rosemary@sugarloafpc.com 
 
 

************************************************************* 
 

Enter "Find the Bear" contest to win a cool prize.  
 

1. Locate the "BEAR"  
2. Click on it.  
3. Fill in the form.        
4. Send. 
  

 

Bits & Bytes 

Devoted to helping users find the best technology  
products and the lowest price. 

http://www.techbargains.com/
laptopcomputernotebookreview.cfm 

  

THIS MONTH'S BEAR'S TIP 
 

Using the Command Prompt to Reveal Hidden Files 
Some viruses leave behind nasty side effects, even when 
your antivirus program has cleaned the actual virus from 
your computer. If your desktop icons are missing and your 
C: drive appears blank, don’t panic — your files haven’t 
gone permanently AWOL. 

Common viruses, such as the Windows 7 Recovery virus, 
will hide your files in an attempt to coerce you into paying 
for the virus’s removal. When you view your desktop or 
click on your C:drive, it may appear that all of your files 
have been deleted, but they haven’t — the virus has simp-
ly hidden them. You can restore them easily using a sim-
ple command prompt trick that works in Windows XP, 
Vista and 7. 

Click the Start button in the lower left corner of your 
task bar. 

Type cmd in the search box at the bottom of the menu 
and press Enter. 

If you’re using Windows XP, click Run and type cmd 
into the Run box. 

Type attrib- s -h -r c:/*.* /s /d and press Enter to exe-
cute the command. 

Allow the command to finish executing (it may take a few 
minutes). When it’s done, close the command prompt win-
dow and check your desktop — your files, hidden by the 
virus, have been restored. 

You can use the same trick to restore files the virus may 
have hidden on other drives, including removable storage 
such as flash drives and external hard drives; just change 
the drive letter in the command above to the drive letter of 

 

JUST A FRIENDLY REMINDER  

SW Computer Conference, June, 2014  

DON’T FORGET TO PLAN ON JOINING US AT THE 

SOUTHWEST COMPUTER CONFERENCE THIS 

YEAR.  IT IS  THE  4TH WEEKEND IN JUNE 

(27,28,29).  WE WILL BE MEETING AT CAL POLY PO-

MONA UNIVERSITY CAMPUS AGAIN.  IT IS A BEAU-

TIFUL VENUE AND THE FOOD WAS EQUAL TO A 4-

STAR RESTAURANT. 

IT WOULD BE NICE TO HAVE SOME NEW FACES 

REPRESENT OUR CLUB AT THE CONFER-

ENCE.THIS YEAR.  QUESTIONS?? CALL YOMAR, 

ROSEMARY, SANDI FOR MORE INFO. 

http://www.techbargains.com/laptopcomputernotebookreview.cfm
http://www.techbargains.com/laptopcomputernotebookreview.cfm
http://www.techbargains.com/laptopcomputernotebookreview.cfm
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It’s Micropatch Tuesday, January 2014 by Tony Bradley in Windows and Office (1/14/14) 

Here's the information you need to make the right deploy deci-

sions when applying Microsoft's January 2014 patches in your 

organization. 

After a busy December capping off a 2013 that saw an average of about nine se-

curity bulletins per month, Microsoft is kicking off 2014 with a lighter-than-usual 

Patch Tuesday. There are only four security bulletins this month, and all four are 

rated merely as Important.  

The most notable of the bunch is MS14-002, because it addresses a zero day flaw 

in Windows XP that has already seen limited exploit in the wild for a few months. Don't let the lack of Critical bulletins 

make you apathetic, though -- you should still apply all applicable patches and updates as quickly as possible. 

Security patches 

 MS14-001 / KB2916605 - Vulnerabilities in Microsoft Word and Office Web Apps Could Al-

low Remote Code Execution. 

This security bulletins addresses a few separate vulnerabilities in Microsoft Office. An attacker could use a specially-

crafted malicious file to exploit the flaw and execute remote code on the vulnerable system. The impact of these flaws 

is reduced by the facts that the attacker first has to dupe a user into opening the malicious file, and that a successful 

exploit only allows the attacker to run remote code in the same context as the currently logged in user. As long as the 

user does not have Administrator privileges on the system, there is minimal risk. 

 MS14-002 / KB2914368 - Vulnerability in Windows Kernel Could Allow Elevation of Privilege 

This is the most crucial of the four security bulletins. The vulnerability affects Windows XP and Windows Server 2003. 

An attacker can gain elevated privileges on the target system by exploiting this flaw. One caveat is that the attacker 

must have valid logon credentials and be logged in locally on the system in order to execute a successful exploit. At-

tackers have been actively exploiting the vulnerability in the wild, though, so it is urgent that this patch be applied to 

vulnerable systems as soon as possible. 

 MS14-003 / KB2913602 - Vulnerability in Windows Kernel-Mode Drivers Could Allow Eleva-

tion of Privilege 

This security bulletin addresses a vulnerability in the Windows kernel drivers in Windows 7 and Windows Server 2008 R2. Attack-

ers can exploit this vulnerability to execute arbitrary code in the context of the kernel. Like MS14-002, Microsoft states that the 

attacker must have valid logon credentials and be logged in locally on the vulnerable system in order to initiate the exploit. 

 MS14-004 / KB2880826 - Vulnerability in Microsoft Dynamics AX Could Allow Denial of Ser-

vice 

This security bulletin only affects customers running Microsoft Dynamics AX. An attacker can submit specially crafted 
data to a Microsoft Dynamics AX Application Object Server (AOS) instance to exploit the vulnerability and cause the a 
denial-of-service condition on the affected AOS instance.  

About the author / Tony Bradley………..Tony Bradley is a principal analyst with Bradley Strategy Group. He is 
a respected authority on technology, and information security. He writes regularly for Forbes, and PCWorld, and con-
tributes to a wide variety of online and print media outlets.   

http://technet.microsoft.com/en-us/security/bulletin/ms14-jan
http://technet.microsoft.com/en-us/security/bulletin/ms14-jan
http://go.microsoft.com/fwlink/?LinkId=386452
http://go.microsoft.com/fwlink/?LinkId=389579
http://go.microsoft.com/fwlink/?LinkId=389578
http://go.microsoft.com/fwlink/?LinkId=386402
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   COOL LINKS   

 

  THIS MONTH’S FEATURE 

 

No PC required! With the right app and a little 
know-how, you can borrow books straight to 
your tablet.  

http://ct.cnet.com/clicks?t=1374079940-
18c4db8ae2aef74d830b0d8223a336df-
bf&brand=HOWTO&s=5 

  

 

 

 

As our calendar states, “February 6th, 2014” 

Is our next General Meeting at 5:30 PM 

We will be meeting at the Discovery Center  

Remember to pay your membership dues.  Janu-

ary everything Is due and payable.  You can use Pay-
Pal if your prefer, otherwise please bring a check or 
cash to the meeting on the 6th. 

We could use some help with refreshments too!! 

MAR 

S M T W T H F S

      1 

2 3 4 5 6 7 8 

9 10 11 12 13 14 15 

16 17 18 19 20 21 22 

23 24 25 26  27 28 29 

30 31  
 

   

 FEB 

S M T W T H F S

      1 

2 3 4 5 6 7 8 

9 10 11 12 13 14 15 

16 17 18 19 20 21 22 

23 24 25 26  27 28  

 

Beginning Bank as of 12/2013 $2,008.92 

Membership Dues 25.00 
Fundraising Equipment 0.00 
Donations: 50/50 9.00 
Advertising 0.00 
PayPal Discount 0.00 
 

Total Income  $25.00 
 

Bank Charge 0.00 
Dues & Fees 59.00 
Promotion 0.00. 
Supplies 0.00 
 

Total Expenses $59.00 

 

Ending balance as of 12/2013  $1,974.92 

  February 6th Gen. Mtg. 5:30 to 8PM 

 February 18th Board Meeting 1:30 to 3PM  

  March 6th Gen. Mtg. 5:30 to 8PM 

 March 18th Board Meeting 1:30 to 3:30PM  

FOR THE LATEST IN TECHNOLOGY 
Put your e-mails on pauseéé... 
It's great that you're a pretty popular person, but it also 
means your email inbox is on overflow! Just when you 
think you have it under control, the deluge starts all over 
again. Maybe you're planning a relaxing vacation, and 
you're only going to check your email once, but every 
time you log  
out, a new email show up!  
 
Pause is a browser extension for Chrome and Firefox 
that has a handy Pause button for your Gmail account. 
Click Pause, and all emails are put on hold until you click 
Un-pause. You'll still get the email sent during a pause 
break, and you'll get respite from the endless email tide. 
Now that you can breath use that time to clean your in-
box, relax a bit and focus on the real world!         
Cost: Free   Link: inboxpause.com    
System: Windows XP, Vista, 7, Mac OS X   Koman-

http://ct.cnet.com/clicks?t=1374079940-18c4db8ae2aef74d830b0d8223a336df-bf&brand=HOWTO&s=5
http://ct.cnet.com/clicks?t=1374079940-18c4db8ae2aef74d830b0d8223a336df-bf&brand=HOWTO&s=5
http://ct.cnet.com/clicks?t=1374079940-18c4db8ae2aef74d830b0d8223a336df-bf&brand=HOWTO&s=5
http://inboxpause.com/
http://Komando.com
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Word Tips 
By Rosemary Lloyd  

Excel Tips 
By Yomar Cleary 

Backing Up Your Auto Text Entries 
 

AutoText allows you assign text or 
graphics to a keyword and then 
replace the keyword with the text 
or graphics whenever you want. If 
you have been a long-time user of 
Word, chances are pretty good 
that you have developed quite a 
few AutoText entries for things like 
signature blocks in letters, boiler-
plate text, and long, hard-to-spell 
words. 
Assuming you have quite a few 
AutoText entries, you may be won-
dering how you can back up those 
entries so they can be moved to a 
different computer. It is quite easy 
to do, really. All you need to do is 
back up your template files. This is 
where the AutoText entries are 
stored. 
It is a good bet that most of your 
commonly used AutoText entries 
are in the Normal template file, so 
backing up this file will help you 
retain the majority of your infor-
mation. Many Word users, howev-
er, also store AutoText entries in 
other template files. For instance, 
you may only have your AutoText 
entry for your signature block 
stored in the template you use to 
create letters. 
To be safe, you can use the Find 
File feature to locate all the files on 
your system that use either the 
DOTX or DOTM extension. These 
can then be quickly copied to 
some backup medium, such as a 
CD-ROM, a memory drive, or to 
another disk location. 
WordTips is your source for cost-
effective Microsoft Word training. 
(Microsoft Word is the most 
popular word pro-
cessing software in 
the world.) This 
tip (9411) ap-
plies to Microsoft 
Word 2007 and 
2010. You can find a ver-

 Put Recent Items On The Start 

Menu 

Windows 7 has a Recent Items 

feature, which can display any 

documents you’ve recently used. 

To put this button on your Start 

Menu, click Start and then right-

click the Start menu. Click Prop-

erties. When the Taskbar And 

Start Menu Properties window 

opens, click the Start Menu tab 

and then click the Customize

button. When the Customize 

Start Menu button opens, scroll 

down to Recent Items and check 

its box. Click the OK button. 

Click the OK button on the 

Taskbar And Start Menu Proper-

ties window. Now, click the Start 

button. You’ll see the Recent 

Items button on the right side of 

the Start Menu. Hover the mouse 

over Recent Items (or click it) 

and you’ll see 

the list of recently used docu-

ments. Click any document in 

the list to open that item. 

 
 
Background Removal Tool 
 

Need to quickly remove the back-

ground from an image? With the 

Background Removal Tool in Mi-

crosoft Word 2010, you can clean 

up the background to make your 

image blend with the document. 

Internet & Tech Tips 
By Sandi Ybarra 

 

Print Without Opening Workbook 

If you need to quickly print the 
contents of a workbook without 
actually opening the workbook, 
you can do so by using one of 
the helpful features of Windows. 
Simply follow these steps: 

1. Use the Explorer, My Com-

puter, or any Open dialog box to 
display the worksheet that you 
want to print. 
 

1.  Right-click on the file. 

Windows displays a Context 
menu. 
 

2. Choose the Print option from 
the Context menu. 
 

Windows loads Excel (if it is not 
already open), opens the work-
book, and prints it. The work-
book is then closed. 
 

The only thing printed in the 
workbook is the single work-
sheet that was selected when 
the workbook was last closed.  
 
It is also printed to whatever you 
are using as the current printer. 
If you want to print using differ-
ent specifications (i.e., a differ-
ent printer or area of the work-
book) then you must first open 
the workbook in order to print. 
 
Excel Tips is your source for 
cost-effective Microsoft Excel 
training. This tip (9839) applies 
to Excel versions: 2007 | 2010 

http://i.bnet.com/blogs/word-2010-logo.png
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The following members have generously offered 
to help you with your PC problems by phone or  
by email: 
 

Windows Beginners                  Yomar Cleary 
909.878.5622                    ycleary@charter.net 
 

Windows 8,10,13         Rosemary Lloyd 

909.584.9358          Rosemary@bigbearcc.org 

 

MS Outlook                            Rosemary Lloyd 

909.584.9358          Rosemary@bigbearcc.org 

 

MS Excel                                Yomar Cleary 
909.878.5622                    ycleary@charter.net 
 

MS Publisher                    Yomar Cleary 
909.878.5622                    ycleary@charter.net 
 

 Digital Photos                         Barbara Moore 
 909.585.2026         barbmoorebbl@gmail.com 
 
 

CD Burning                           Rosemary Lloyd 
909.584.9358           rosemary@bigbearcc.org 
 
 
 
 

 

The Computer Club provides training at 
the monthly meetings when there is no 
presenter. SIG groups are also available. 
 

Persons with all levels of computer 
knowledge are welcome to attend the 
meetings at the Discovery Center on the 
1st Thursday of the month at 5:30 pm.  
 

First 2 visits are free! Bring a friend.  
 

Membership is $25 and spouse $5. All 
recurring membership dues are due in 
January. 
 
 

 
THE BEAR WANTS YOU TO SHARE A TIP   

 

Send to Yomar Cleary – ycleary@charter.net 

Helpline 

 

President....................................Rosemary Lloyd 
909.584.9358             rosemary@sugarloafpc.com 
 

Vice President…………………….Yomar Cleary 
909.878.5622                          ycleary@charter.net 
 

Treasurer......................................Barbara Moore 
909.585.7981               barbmoorebbl@gmail.com 
 

Secretary .........................................Sandi Ybarra  
909.585.8318                 sandiscabin@yahoo.com  
 

Director at Large …...….....……....Jerry Merino   
909.585.8714                        gmerino@charter.net 
                      

Webmaster......................................Bill Flanagan 

909.866.9379                            bill@bigbearcc.org 
 

Newsletter Editor.......................................Vacant 
 

 

Publicity..........................................Yomar Cleary 

909.878.5622                          ycleary@charter.net 
 

Equipment Chair..............................Don Odekirk 

909.585.6728                 BigBearOdie@yahoo.com 
 

Technical Advisor.................................Jim Lloyd 

909.584.9358               inquiries@sugarloafpc.com 
 

Refreshments Chair...…………… Sharon Teeter 

909.585.2026              sharonteeter1@verizon.net 

  

 Membership Chair....…………..Barbara Moore 

 909.585.7981               barbmoorebbl@gmail.com 
 

Historian...........................................Sandi Ybarra 

909.585.8318                  sandiscabin@yahoo.com 
 

Sunshine Chair................................Eileen Bryan 

909.289.8476                   eileenbrn6@yahoo.com 
 

Name Tags - 50/50………………...Dorothy Sirk 

909.585.3449              dorothymsirk@hotmail.com 
 

 

ñAsk not what your country can do for youð

ask what you can do for you country.ò 
John F. Kennedy 

Officers and Key Leaders 

mailto:allenbnc@yahoo.com
mailto:allenbnc@yahoo.com
mailto:allenbnc@yahoo.com
http://www.emailmeform.com/builder/form/pfx5bdK34Z98Q5sf4Ld
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Bearly Bytes 

Big Bear Computer  

Club Newsletter 

PO Box 645 

Big Bear City, CA  92314 
909.878.5822 

 

                  
  

¶ Monthly Meeting presen-

tation and demonstration 

of popular hardware and 

software  
 

¶ RAM (Q&A) sessions  
 

¶ Tech News and Virus 

Alerts 
 

¶ Member Software Raffle 
 

 

¶ Bearly Bytes, our award-

winning monthly news-

letter emailed  

¶ Website: bigbearcc.org 
 

¶ Free Software Review  
 

¶ Member Help Line 
 

¶ Member E-mail Notifica-

tions 
 

¶ Member-only Discounts 
 

¶ Special Interest Groups      

or (SIGs) 
 
 

All this for only $25 per year!! 
 
 

 

 

BIG BEAR COMPUTER CLUB, INC. 
Membership Application 

 

Membership Benefits 

 

1. Mail your application and dues to:  Big Bear Computer Club 

   PO Box 645 

   Big Bear City, CA 92314 

or  

2. Bring your application to a meeting 

or  

3. PayPal - Go to website: www.bigbearcc.org—click on Donate    

□ New                                                □ Renewal                                        □ Update Information 
  

Full Name_____________________________________________________________________ 

  
Mailing Address________________________________________________________________ 

  
City, State, Zip_________________________________________________________________ 

  
Home Phone_(_____)___________________            Cell Phone_(       )____________________ 

  
E-mail address__________________________________________________________________ 

  
Family Member (s) Associates $5/year 

  
Name_________________________ _____________E-mail____________________________ 
  

  

For information and  

directions phone  

  Rosemary Lloyd,  

President  909.584.9358 

http://www.bigbearcc.org/

